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Abstract—Rust is an emerging type-safe, memory-
safe, and concurrency-safe programming language for
system programming designed to address security is-
sues in the system programming domain, emphasizing
security and efficiency, and has been increasingly used
in the construction of software infrastructures such as
operating system kernels, Web browsers, databases,
and blockchains. However, existing research demon-
strated that Rust still suffers from many safety issues,
thus the study of Rust language security is becoming a
hot research topic with significant research progress.
In this survey, we systematically analyze and sum-
marize the latest research in this field based on 47

published research papers: first, we analyze the main
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security-related features of Rust; second, we propose
a taxonomy to classify current research into four cate-
gories: empirical security study, bug detection, formal
verification, and safety enhancement; finally, we point
out open problems in this research area, and propose
ideas for future research. This survey servers as both
a valuable reference and a starting point for future
research in this field.
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struct Cell{ data: i32, }
impl Cell{
fn set(&self, v: i32) {
let p = &self.data as *const 132 as *mut i32;
unsafeq
*p = v;
*(p+1024) = v; // WEMAMEA . RFEFZFRE
}
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