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Abstract—With the continuous growth of science and tech-
nology, network technology has been widely used, which has
brought great convenience to people’s life and work. However,
the rapid improvement of network technology has also given
network viruses an opportunity, which has caused harm to the
information security of computer users. In order to improve the
adaptability to the network environment, it is more effective to
use data mining (DM) to prevent and control viruses. Through
the use of this technology, the control effect of network security
management can be improved, and the effective support for
the later network security development can be realized. This
paper will discuss the related modes of DM, study the practical
application of DM to computer network virus defense, and build
a computer network information security assessment model based
on DM. The simulation results show that the proposed model can
achieve a recall rate of 94.8% and an accuracy rate of 95.5%,
both of which are better than the random forest model. DM
has been effectively applied in the stage of protecting computer
network virus, which greatly improves the security of computer
network system, and then ensures the stability of computer
system operation.

Index Terms—Data mining; Computer network; Information
security; Virus defense

I. INTRODUCTION

With the rapid improvement and growth of computer tech-
nology and internet technology, the degree of social informa-
tization has been continuously improved, forming a global
integrated information society. As a result, people’s depen-
dence on computer networks has increased rapidly, and the
importance of computer network information security has been
paid more and more attention [1]. The function of modern
network information system is becoming more and more
complex, and the network system is becoming more and more
powerful [2]. Because of the interconnection, extensibility
and complexity of network and information system, their
development and application will be threatened by network
hackers, Trojans, viruses, malicious codes, physical failures,
man-made destruction and other aspects, which has brought
great inconvenience and economic losses to the country and
people [3].

As a new network monitoring method, network security
situation awareness refers to the perception, acquisition, under-
standing, assessment, display and prediction of future trends of
the elements involved in the security situation in the network
environment [4]. In order to improve the adaptability to the

network environment, it is more effective to use DM to prevent
and control viruses. Through the use of this technology,
the control effect of network security management can be
improved, and the effective support for the later network
security development can be realized.

Because the economy of modern society is changing with
the changes of the times, in the stage of continuous growth
of economy and information, computer network technology is
also undergoing tremendous changes, which has been applied
to people’s lives and brought convenience to people [5].
Computer network viruses often endanger computer security,
but also cause corresponding difficulties to people, which
will make people’s files and all kinds of data stored on the
computer infringed [6]. A large quantity of viruses emerge,
because these viruses are various, complex and changeable,
and their existence also gradually reduces the safety factor of
computer networks [7]. In case the virus enters the network
system, the user’s system information and data will be stolen,
which will cause the user a lot of losses, and the hardware
system may be paralyzed most seriously [8]. If a virus invades
the computer, it will not only harm the privacy, account
information and confidential files of the system users, but
also threaten the hardware facilities of the computer, even
paralyze it [9]. Therefore, the application of DM in computer
network virus defense provides a guarantee for the security and
stability of computer network system. This article will discuss
the related modes of DM, study the practical application of
DM to computer network virus defense, and build a computer
network information security assessment model based on DM.

II. METHODOLOGY

A. Characteristics of network virus

Computer network information security refers to a com-
prehensive technology that the hardware, software or other
system data in the computer network system are protected
from being destroyed, changed and leaked due to malicious
plug-ins or software, so as to ensure the normal operation of
the computer. Because the production of viruses is relatively
simple, and virus programs are easy to modify and write, it
makes the derivation of viruses very easy, leading to a wide
variety of viruses and uncertainty. With the growth of com-
puter and Internet technology and the continuous expansion
of information resources, computer systems have gradually



Fig. 1: Deployment of computer network information process-
ing platform.

become complex, and the information security of computer
networks has gradually been threatened by illegal invaders
[10].

Viruses spread mainly through the Internet, which can
spread through phishing websites, e-mails and loopholes in
computer network systems, and achieve the purpose of in-
vading computers through these channels. A virus refers to
inserting a set of computer instructions into a computer pro-
gram, which can destroy the functions or internal data of the
computer and replicate itself. Trojan horse refers to a malicious
code with special functions hidden in normal programs, which
can destroy and delete files [11]. The comparison of traditional
computer network virus transmission modes and the harm
caused by it are universal, but with the rapid growth of network
technology, network viruses are constantly improving, and
some highly targeted viruses have appeared. That is to say,
the production of network viruses is more purposeful, and the
production and spread of viruses are more commercialized,
with the main purpose of illegally seeking benefits.

Generally speaking, network security is mainly to ensure
that users will not be intercepted and viewed by external
intruders when transmitting data. The fundamental significance
of network security lies in improving the safety factor of
network system, avoiding computers from being illegally
controlled or invaded by viruses, and ensuring the safety
and integrity of information resource database in network
system. The deployment schematic of the computer network
information processing platform is shown in Fig. 1.

Network hackers implant viruses through network technol-
ogy to attack and invade users’ computers, destroy users’

computer network systems, and steal users’ information, which
not only threatens users’ privacy security, but also damages
users’ economy. Once the computer is invaded by network
virus, not only the user information will be lost, but also the
computer will not run normally or even be paralyzed. Before
carrying out computer network information security protection
in network technology, the staff need to ensure the physical
security of the computer room, such as paying attention to
the location of fire exits and entrances of the computer room
and the registration of personnel entering the computer room,
etc., so as to create a safe network environment by means of
multiple physical protection.

B. Computer network information security assessment model
Compared with other viruses, virus programs based on

computer code are somewhat complicated, not only in terms
of production, but also in similarities with computer software
programs [12]. For network virus defense, DM can play an
effective role in virus defense, and can also ensure the security
of computer networks [13]. In DM, its data collection function
can accurately collect the data of network virus transmission
routes and the data composed of network viruses. In the stage
of computer network virus invading the computer, the invasion
is mainly realized in the form of code. In the stage of virus
damaging the computer, the computer program needs to be
supported. In the operation of computer network, it is often
because of external environment or human factors that the
network is unstable and hidden dangers are buried.

With the gradual popularization of computer networks,
security risk factors will increase proportionally with the
increase of the quantity of users. Computer information se-
curity protection strategy is a complete system, which can be
formulated and implemented through reasonable research. The
hierarchical model of computer network information security
is shown in Fig. 2.

Data encryption refers to the process in which the trans-
mitter converts the computer network data into meaningless
ciphertext through encryption keys and encryption functions,
and the receiver restores the ciphertext to the original computer
network data. It can ensure that the computer network data will
not be viewed and copied by illegal means during transmis-
sion, thus ensuring the security of the computer network data
to a certain extent. Let the probability distribution of random
variable set

X = {X1, . . . , Xn}
be

P = {P1, . . . , Pn} .
If all variables are {0, 1}, 2n − 1 parameters are needed
to determine the joint distribution. And through Bayesian
formula, the joint distribution can be written as:

P (X1, X2, . . . , Xn)

= P (X1)P (X2|X1) . . . P (Xn|X1, X2, . . . , Xn−1)

=

n∏
i−1

P (Xi|X1, X2, . . . , Xi−1)



Fig. 2: Hierarchical model of computer network information
security.

For ∀Xi ∈ X , if π(Xi) ⊆ {X1, X2, . . . , Xi−1} exists, the
conditions of Xi assimilation {X1, X2, . . . , Xi−1} /π(Xi) are
independent when π(Xi) is given, and the above formula can
be changed to:

P (X1, X2, . . . , Xn) =

n∏
i=1

P (Xi|π (Xi))

DM has the function of data processing. The application of
data processing function in virus defense needs to analyze
and filter the data first, then collect the virus code, and
then convert its format. The biggest difference from passive
attacks is that hackers will take detailed measures when they
carry out attacks, which can tamper with data information or
refuse related services. Active attacks cannot take preventive
measures, and attacks are easy to be found by users. For active
attacks, intrusion detection systems or firewalls need to be
set up to improve network security from the perspective of
protection. In practice, encryption can be carried out from the
source and the propagation. If the transmitter wants to ensure
the security of information transmission, it needs to apply
encryption function and key conversion information to turn
it into meaningless ciphertext. Assume that the transmission
delay of the i smart grid task is Tui. If it is assumed that
the uplink and downlink transmission rates of any Tui service
access to the site are fixed at ri, and when the quantity of
tasks Si transmitted to the internal server of MEC server is
Dui, the transmission delay can be expressed as:

Tui =
Dui

ri
.

If the task Si is executed at the mobile terminal, the
total system delay from sending the uninstall request to the
completion of the task execution can be expressed as:

TCi = Tti + tbi +min(Pci,j + ti)

Tti represents the transmission delay, tbi represents the delay
waiting caused by insufficient bandwidth, Pci,j represents
the delay caused by queuing at MEC, and ti represents the

Fig. 3: Comparison of F1 value results.

delay caused by MEC server when executing tasks. If task
Si executes related commands on MEC server, its execution
delay can be expressed as:

TCi,j = Tti + tbi + Pci,j + ti.

Computer programs that have adverse effects on unprotected
computers or data planting, repeatedly copy these harmful pro-
grams, and affect the normal operation of computer programs.
With the growth of computer technology, computer viruses
are also developing, which requires the constant updating of
computer virus killing technology to ensure the security of
computer network information.

III. RESULTS ANALYSIS AND DISCUSSION

There are many risks in computer network information,
especially malicious attacks by hackers, tampering with basic
programs by using system vulnerabilities, and even implanting
viruses that destroy the system, resulting in hidden dangers
in network information security [14]. In addition, there are
risks of the computer system itself, such as unreasonable
configuration settings, failure to regularly check the virus and
update the system, which leads to the invasion and spread of
the virus, resulting in damage to the motherboard, abnormal
traffic, loss or modification of files, etc. In order to ensure that
the application of assessment algorithm plays a benign role in
network security management, the system needs to analyze
the network system according to the standardized assessment
mode to judge whether it is invaded.

Among all kinds of threats faced by computers, remote
intrusion has the characteristics of high degree of danger and
high concealment among network information security threats.
When network intrusion occurs, it is difficult for ordinary
network users to realize that they are stealing information.
Faced with this situation, computer users can enable the secu-
rity audit function of computer system logs to protect against
remote intrusion threats. When computer network information
transmits data information, network data will be destroyed if
there is no relevant protection measures. Draw the random
forest model and the F1 value of this model into a line chart.
As shown in Fig. 3.



Fig. 4: Comparison of recall rates of different models.

Fig. 5: Comparison of accuracy of different models.

While identifying the vulnerability, the evaluator should
confirm the effectiveness of the safety measures taken. The
validation of security measures should evaluate its effective-
ness, that is, whether it really reduces the vulnerability of
the system and enhances the ability of the system to resist
risks. Effective safety measures should be maintained to avoid
unnecessary waste. The safety measures determined to be
inappropriate should be verified whether they are cancelled
or revised, or replaced by more suitable safety measures.

The security audit function of computer system log can help
users to inquire whether the computer network is remotely
controlled or invaded by criminals. According to this function,
computer users can also close the related network services and
related computer ports that are shared by default, which can
prevent the computer from being stolen by remote intrusion.
The comparison results of recall rate and accuracy are shown
in Fig. 4 and Fig. 5.

The results show that this model can get a recall rate of
94.8% and an accuracy rate of 95.5%, both of which are better
than the random forest model. After the above contents are
completed, it is necessary to analyze the correlation coefficient
by using the target vector and the simulation output to obtain
the slope and intercept values in the best state respectively,

so as to determine whether this method is consistent with
the nonlinear characteristics of network security. The input in
the computer network information security assessment system
comes from different data sources, including the security
devices deployed in the network and the data reported by
different users, etc. The diversity of data sources leads to
the diversity of the collected network security event formats.
Therefore, the first step in computer network information
security assessment is to preprocess and integrate the data,
and store the collected data into the corresponding database
through some expert knowledge provided by the upper appli-
cation.

IV. CONCLUSION

With the rapid improvement and growth of computer tech-
nology and internet technology, the degree of social informa-
tization has been continuously improved, forming a global
integrated information society. With the continuous progress of
computer network technology, computer network information
security protection strategies and assessment algorithms need
to be continuously improved. This article will discuss the
related modes of DM, study the practical application of DM
to computer network virus defense, and build a computer
network information security assessment model based on DM.
Different from the traditional sampling method, this article in-
novatively puts forward the selection strategy of representative
weight, which can greatly reduce the scale of candidate weight
set and improve the efficiency of the algorithm. On the basis of
representative weights, a deletion strategy of candidate object
set is proposed to further improve the execution efficiency of
the algorithm by deleting those objects that cannot appear in
the result set as early as possible. The results show that the
proposed computer network information security assessment
model can get a recall rate of 94.8% and an accuracy rate of
95.5%, both of which are better than the random forest model.
DM has been effectively applied in the stage of protecting
computer network virus, which greatly improves the security
of computer network system, and then ensures the stability of
computer system operation.
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